CSA SG Cyber Safe - Essentials

Frequently Asked Questions

CSA SG Cyber Safe - Essentials Mark

Why should my organization apply?

Benefits of CSA Cyber Safe Cyber Essentials Mark

Tailored to your enterprise’s cybersecurity needs
e Simplifies cybersecurity by prioritizing the measures to focus on first

e Guides your enterprise to implement cyber hygiene measures against
common cyber attacks

e Improves your ability to recover your operations

e Increase staff and stakeholder’s confidence in the IT infrastructure
e Protect yours and customers business'’s information

e Minimize exposure to cyber threats

e Provides recognition of your cybersecurity practices by CSA

What is the Certification Duration valid for Cyber Essentials Mark?

The Cyber Essentials certification is valid for a duration of 2 years.

What is the Mode of Assessment for Cyber Essentials Mark?

The mode of assessment will involve desktop review and verification of the
enterprise’s self- assessment by an independent assessor.
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Is there any Grant available for Cyber Essentials Mark?

Yes, funding support is available for companies, and the subsidy amount is
determined based on their profile, as shown below:

Maximum Level of Funding Support from CSA

Quantle of To be deducted from the certification fees charged by
End-points P .
certification bodies.

1-10 $250

11-20 $350

21-50 $450

51-100 $500

101 - 200 $550

CSA SG Cyber Safe Cyber Essentials mark - Pricing Table

Cyber Essentials

Cyber Essentials

for CMS Vendors
Quantity of Certification | Maximum Certification Certification Fee
End-points Fee for Cyber | Level of Fee Charged to | for Cyber
Essentials Support from | Industry Essentials for
CSA (First CMS Vendors
Successful
Application)
1-10 $600 $250 $350 + $500
11-20 $700 $350 $350 + $500
21 -50 $800 $450 $350 + $500
51-100 $900 $500 $400 + $500
101 - 200 $1,000 $550 $450 + $500

e The price includes a one-time complimentary reassessment (if applicable).

e The price excludes GST.
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What are the steps to obtaining CSA SG Cyber Safe Cyber Essentials mark
certification?

CSA Cyber Safe Cyber Essentials Mark Process Overview (Manual Process)

@ 07 =

Pay Certification BSI Desktop Certification
Fees Verification Awarded

Submit
Application
Form

Note 1: The self-assessment contalns a set of guestionnalres to fulfil the requirements set for Cyber Safe Cyber Essential mark. Organization shall complete this self-
assessment form ta docement the qualitative description, cybersecurity controls and practices implemented within the crganization.

Complimentary. Sales/Customer support |s available If the applicant needs support before the start of the Cyber Essentlals self-assessment manually or online

What measures does my organization need to implement?

The CSA Cyber Essentials mark will be assessing the following 5 security
measures:

L)

RESPOND
Software updates: Incident response:
Update software Be ready to detect,
on your devices respond to, and
and systems recover from
promptly cyber incidents

(Infographics by CSA)
Download the infographic on Cyber Essentias mark
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https://isomer-user-content.by.gov.sg/36/4765b4ae-ad67-4b80-b9a1-54e827a0a22f/Cyber-Essentials-Mark.pdf

