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Agenda discussion 
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• Overview of NIST Cyber security Framework and What news for NIST Cyber Security Framework 
Version 2  

• What is New function - Govern 

• Overall implementation of NIST CSF and Cyber security Act.  

• NIST CSF Certification Process
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Overview of NIST Cyber 
security Framework 
and What news for 
NIST Cyber Security 
Framework Version 2 
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Background

• Executive order issued in 
2013 by President Obama

• NIST Cybersecurity 
Framework v1 
issued Feb 2014

• Updated v2.0 
issued February 2024

• Updated v1.1
    Issues April 2018



NIST CSF - Version 2.0

• Change name from “Framework for Improving Critical Infrastructure Cybersecurity” to “The Cybersecurity 
Framework,”

o   All audiences, industry sectors and organization types, 

o   All size of organization 

o   All degree of cybersecurity sophistication. D

• Change from 5 Main functions to 6 Main functions

• Focus how to implement by any online tools and easy searched for befit tools. 

• New function “Govern” 

o organization can make and execute its own internal decisions to support its cybersecurity strategy

o cybersecurity is a major source of enterprise risk .VS.  Risk from legal, financial and other risks - 
considerations for senior leadership.

• Provides improved and expanded guidance on implementing the CSF – profiles, etc. 
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Three components
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Framework Core
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Set of activities/desired 
outcomes and applicable 
references

Six functions:
• Govern
• Identify
• Protect 
• Detect
• Respond
• Recover
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Framework Implementation Tiers
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• Provide context 

• Maturity of risk management 
practices e.g.:

• Risk and threat aware

• Repeatable 

• Adaptive

• Tiers range from Partial (Tier 1) to 
Adaptive (Tier 4)



Framework Profile
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Represents outcomes based on business needs 

Aligns organization’s standards/practices etc. to Framework Core

Used to:

• Identify opportunities for improving cybersecurity 

• Support prioritization and measure progress

• Conduct self-assessment

• Communicate within an organization or between organizations
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Supporting Knowledge of
NIST Cyber Security Framework 
Version 2.0  
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CSF 2.0 Organization Profile Template 
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CRI Profile V 2.0 
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What is New function - 
Govern 

What is NIST CSF Version 2 
requirement 
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Framework Core

The Framework Core provides a structured set of activities to achieve specific cybersecurity outcomes 
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Framework Core
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The Framework Functions organize 
basic cybersecurity activities into 6 types:

• GOVERN (GV)

• Identify (ID)

• Detect (DE)

•  Protect (PR)

• Respond (RS)

• Recover (RC)



Framework Core – Govern (GV): (ID) function
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Govern (GV): The organization's cybersecurity risk management strategy, expectations, 
and policy are established, communicated, and monitored

Organizational Context 

(GV.OC): 

Risk Management Strategy 

(GV.RM):

Cybersecurity Supply 
Chain Risk 
Management (GV.SC)

Roles, Responsibilities, 
and Authorities (GV.RR): Policies, Processes, and 

Procedures (GV.PO): 

Oversight
(GV.OV)
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Other Function of 
NIST CSF 
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Framework Core – Identify (ID) function
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Identify - The organization's current cybersecurity risks are understood

Asset
Management

(ID.AM)

Risk Assessment 
(ID.RA)

Improvement 
(ID.IM)



Framework Core – Protect (PR) function
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Protect – Safeguards to manage the organization's cybersecurity risks are used

Identity Management, 
Authentication, and Access 

Control (PR.AA)

Awareness and Training 
(PR.AT)

Data Security (PR.DS)

Platform Security 
(PR.PS)

Technology Infrastructure 

Resilience (PR.IR)



Framework Core – Detect (DE) function

© 2023 BSI. All rights reserved. 26

Detect – Possible cybersecurity attacks and compromises are found and analyzed

Continuous Monitoring
(DE.CM)

Adverse Event 
Analysis (DE.AE)
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Framework Core – Respond (RS) function

Respond – Actions regarding a detected cybersecurity incident are taken

Incident Management 
(RS.MA)

Incident Analysis 
(RS.AN)

Incident Response Reporting
 and Communication (RS.CO)

Incident Mitigation (RS.MI)



Framework Core – Recover (RC) function
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Recover – Assets and operations affected by a cybersecurity incident are restored

Incident Recovery Plan Execution 
(RC.RP)

Incident Recovery Communication 
(RC.CO)
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Implement of NIST 
Cybersecurity Framework 2.0 
.VS. Cyber security 
Act. B.E. 2562 
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Certification Process 
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1. Ensure NIST CSF scope implemented completely and 

covered by ISO/IEC 27001 certification  

2. Stage 1 Audit – Document review, confirm scope, 

objective and criteria 

3. Stage 2 Audit – Implementation 

4. Submit corrective action plan (If required) 

5. Get the certificate

6. Audit as Surveillance Audit Yearly 

7. 3 years – Recertification Audit 

Certification process 

BSI - Certification process for NIST CSF
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Implemen
tation

Stage I

Pre-
audit

Stage IINCs

Follow 
up

Certificate 
issued

SV
Re-

certificate

• Manual and Procedures

• Policy and objective

• Legislation, regulatory and compliance

• Competence, training and awareness

• Complaints and interested party concerns

• Product realisation and operational control

• Calibration and maintenance activities

• Internal audits

• Corrective and preventive action

• Management review

Approval Process



Certificate of Registration



“Q&A Time
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สแกน QR code เป็นเพือ่นกบัเราใน Line official ของ BSI

เพือ่ไมใ่หพ้ลาดขา่วสารขอ้มลูทีเ่ป็นประโยชนใ์นสายอาชพีของทา่น
• Free webinars 
• Tool และบทความดีๆ
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