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Agenda discussion

« Overview of NIST Cyber security Framework and What news for NIST Cyber Security Framework
Version 2

« What is New function - Govern
« Overall implementation of NIST CSF and Cyber security Act.

« NIST CSF Certification Process { I
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Overview of NIST Cyber
security Framework
and What news for
NIST Cyber Security
Framework Version 2
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Background

« Executive order issued in « NIST Cybersecurity

2013 by President Obama Framework v1
issued Feb 2014

« Updated v2.0 « Updated v1.1
issued February 2024 Issues April 2018
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NIST CSF - Version 2.0

Change name from “Framework for Improving Critical Infrastructure Cybersecurity” to “The Cybersecurity
Framework,”

o All audiences, industry sectors and organization types,
o All size of organization
o All degree of cybersecurity sophistication. D
Change from 5 Main functions to 6 Main functions
Focus how to implement by any online tools and easy searched for befit tools.
New function “Govern”
o organization can make and execute its own internal decisions to support its cybersecurity strategy

o cybersecurity is @ major source of enterprise risk .VS. Risk from legal, financial and other risks -
considerations for senior leadership.

Provides improved and expanded guidance on implementing the CSF — profiles, etc.
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Three components
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Framework Core

Set of activities/desired
outcomes and applicable
references

Six functions:
Govern
Identify
Protect
Detect
Respond
Recover
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GOVERN

NIST
Cyvbersecurity
Framework
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Framework Implementation Tiers

Provide context

Maturity of risk management
practices e.g.:

« Risk and threat aware

» Repeatable
« Adaptive

Tiers range from Partial (Tier 1) to
Adaptive (Tier 4)
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Framework Profile

Represents outcomes based on business needs
Aligns organization’s standards/practices etc. to Framework Core
Used to:
Identify opportunities for improving cybersecurity
Support prioritization and measure progress
Conduct self-assessment

Communicate within an organization or between organizations

© 2023 BSI. All rights reserved.
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NATIONAL INSTITUTE OF @
STANDARDS AND TECHNOLOGY i)
U.S.DEPARTMENT OF COMMERCE

RESOURCE &
OVERVIEW GUIDE

Cybersecurity
Framework

NIST Special Publication https://doi.org/10.6028/NIST.SP.1299
NIST SP 1299 February 2024
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NIST Cybersecurity White Paper
NIST CSWP 32 ipd

NIST Cybersecurity Framework 2.0:
A Guide to Creating Community Profiles

Initial Public Draft

Cherilyn Pascoe
National Cybersecurity Center of Excellence
National Institute of Standards and Technology

Julie Nethery Snyder
The MITRE Corporation

Karen Scarfone
Scarfone Cybersecurity
This publication is available free of charge from:

https://doi.org/10.6028/NIST.CSWP.32 .ipd

February 26, 2024

NATIONAL

NIST « »—CYBERSECURITY
CENTER OF EXCELLENCE



NATIONAL INSTITUTE OF
STANDARDS AND TECHNOLOGY
'S DEPARTMENT GF COMMERCE

Check for
updates

Small Business Quick-Start Guide

fodd
& GOVERy
NIST
Cybersecurity
Framework
DETECT

U.S. Department of Commerce

Gina M. Raimondo, Secretary NIST Spcdlpl‘;rsllpullon
o e s <//doi.org/1 NIST.SP.1
Lourie E. Locascio, NIST Director and Under Secretary of Ct for and https://doi.org/10,6028/NIST > zggg

NATIONAL INSTITUTE OF
STANDARDS AND TECHNOLOGY
U.S. DEPARTMENT OF COMMERCE
Check for
updates

Quick-Start Guide for Creating and Using
Organizational Profiles

o
& GOVERy
NIST
Cybersecurity
Framework
DETECT
U.S. Department of Commerce NIST Special Publication
Gina M. Raimondo, Secretary NIST SP 1301
Institute of dards and T

https://doi.org/10.6028/NIST.SP.1301

Laurie E. Locascio, NIST Director and Under Secretary of Commerce for Standards and Technology February 2024
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NATIONAL INSTITUTE OF ‘ NATIONAL INSTITUTE OF
N g STANDARDS AND TECHNOLOGY STANDARDS AND TECHNOLOGY
Check for U.S DEPARTMENT OF COMMERCE Chack ol U:S. DEPARTMENT OF COMMERCE

updates | updates ‘

Quick-Start Guide for Enterprise Risk Management

Using the CSF Tiers Quick-Start Guide

R
o°‘le
& GOVERN

GOVERN

NIST NIST
Cybersecurity Cybersecurity
Framework Framework
DETECT DETECT

e NIST Special Publication

NIST Special Publication NIST SP 1303 ipd (Initial Public Draft)

U.S. Department of Commerce e ot msords: 13:.2 :’Pdaf(t"‘":’" :’n"b"; %‘zf‘:) U.S. Department of Commerce https://doi.org/10.6028/NIST.SP.1303.ipd
Gina M. Raimondo, Secretary 7 BeCIC CO ML RO D oSS 2 Gina M. Raimondo, Secretary The public comment period for this draft ends May 3, 2024.

X 4 Please send your comments to cyberframework@nist.gov. 5 4 i <

National Institute of Standards and Technology https://dol.org/10.6028/NIST.5P.1302.1 Institute of and T Please send your comments to cyberframework@nist.gov.
Laurie E. Locascio, NIST Director and Under Secretary of Commerce for Standards and Technology February 2024 Laurie E. Locascio, NIST Director and Under Secretary of Commerce for Standards and Technology February 2024
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NATIONAL INSTITUTE OF
STANDARDS AND TECHNOLOGY
Check for U.S DEPARTMENT OF COMMERCE

updates |
ick ide f b [ I
Quick-Start Guide for Cybersecurity Supply
L] L ]
Chain Risk Management (C-SCRM)
NIST
Cybersecurity
Framework
DETECT
NIST Special Publication
U.S. Department of Commerce NIST SP 1305 ipd (Initial Public Draft)
Gina M. Raimondo, Secretary https://doi.org/10.6028/NIST.SP.1305.ipd
National Institute of Standards and Technology The public comment period for this draft ends May 3, 2024.
Laurie E. Locascio, NIST Director and Under Secretary of Commerce for Standards and Please send your comments to cyberframework@nist.gov.
Technology February 2024
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CSF 2.0 Organization Profile Template

A
CSF Outcome
(Function,
Category, ¢~

Subcategor

GV

GV.0C

GV.0C-01

GV.0C-02

GV.0C-03

|av.oc-04

lev.oc-0s

GV.RM

B C

CSF Outcome Description Included in
Profile™
hd
The organization's cybersecurity risk
management strategy, expectations, and
policy are established, communicated,
and monitored
The circumstances - mission,
stakeholder expectations,
dependencies, and legal, regulatory,
and contractual requirements -
surrounding the organization's
cybersecurity risk management
decisions are understood
The organizational mission is
understood and informs cybersecurity
risk management
Internal and external stakeholders are
understood, and their needs and
expectations regarding cybersecurity
risk management are understood and
considered
Legal, regulatory, and contractual
requirements regarding cybersecurity -
including privacy and civil liberties
obligations - are understood and
managed
Critical objectives, capabilities, and
services that stakeholders depend on or
expect from the organization are
understood and communicated
Outcomes, capabilities, and services
that the organization depends on are
understood and communicated
The organization's priorities,

Column Descriptions

Rationale

-

Current
Priorit--
hd

Current
Statu-
v

Current and Target Profile

G

Current Polidies,
Processes, and
Procedure

®

Current Internal
Practices
v

Current Roles  Current Selected

and
Responsibilil

J

Informative

Reference

Current Artifacts
and Eviden--
b

L M

Target Target
Prior*- CSFT--
- -

N

Target Policies,
Processes, and
Procedures

o]

Target Internal
Practices

P Q

Target Selected
Informative
References

Target Roles and
Responsibilitie-
-
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CRI Profile V 2.0

PROFILE

This work is licensed under the Creative

Commons Attribution-Noncommercial- CYBER RISK INSTITUTE

NoDerivatives 4.0 Iinternational License. To
view a copy of this license, visit

http://creativecommons.org/licenses/by-nc- Th e CRI Pr Oﬁl e, ver. 2.0
| - An Overview and User Guide -

INFORMATIONAL PURPQSES ONLY: The information contained within this spreadsheet document and in related Profile documents are intended for informational purposes only. The information contained herein is provided
on an “as is” basis without warranty of any kind, either express or implied. CRI assumes no liability or responsibility for any errors or omissions in the content of this document. Please be sure to check for the most recent

versions at https://cyberriskinstitute.org.

Talk with your regulator; by including mappings and references to various regulatory agencies’ publications, that does not mean, nor should it be construed, that the referenced agency necessarily supports, or endorses, the
mappings or the Profile’s use for regulatory purposes. Additionally, use of the Profile does not limit what a supervisor can review or requires. Rather, the Profile enables financial institutions to confidently produce baseline
evidence for review and more auicklv respond to iterative and follow-up auestions from examiners.

1 Introduction

Cyber Risk Institute (CRI) has developed CRI's Profile v2.0 framework to create an efficient approach to technology and cybersecurity risk management that effectively counters dynamic and evolving threats and provides
adequate assurance to government supervisors. This is an updated version of the CRI Profile ver. 1.2.1 that serves to provide additional guidance for organizations to align with technology and cybersecurity regulatory
expectations and authorities. The Profile also provides a flexible structure to inform the development of a cybersecurity program according to business needs and specific regulatory expectations within an individual

organization, vocabulary, and taxonomy.

Through collaboration and consensus between financial institutions, this document seeks to develop both a self-assessment and tool for institutions to create a common baseline security threshold, and provide a common
supervisory engagement approach among state, federal, and international regulatory bodies. This is possible because the Profile has been mapped to and integrated numerous global standards and supervisory expectations,
including those from Japan, the European Union, Australia, Singapore, and the United States, among others.

> User Guide | Impact Tiering Questionnaire | IGIESINZAR et Gz e eauey ... [ 4|

© 2024 BSI. All rights reserved.



What is New function -
Govern

What is NIST CSF Version 2
requirement



GOVERN

NIST
Cyvbersecurity
Framework
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Framework Core

The Framework Core provides a structured set of activities to achieve specific cybersecurity outcomes

' | Implementation
Examples

GOVERN (GV) CATEGORIES  SUBCATEGORIES

Implementation
CATEGORIES |SUBCATEGORIES
Example
CATEGORIES |SucaTEGORIES | [MPiementation
PROTECT PR Evarole

Implementation
RESPOND RS CATEGORIES |SUBCATEGORIES Examples
Implementation
RECOVER RC CATEGORIES |[SUBCATEGORIES Example

© 2023 BSI. All rights reserved. 20
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Framework Core

_f% The Framework Functions organize
ﬁ basic cybersecurity activities into 6 types:

. GOVERN (GV) «  Protect (PR)

« Identify (ID) « Respond (RS)

 Detect (DE) « Recover (RC)

oo oo oo oo oo oo oo oo oo oo oo e

E © 2023 BSI. All rights reserved. 21



Framework Core — Govern (GV): (ID) function

Govern (GV): The organization's cybersecurity risk management strategy, expectations,
and policy are established, communicated, and monitored

Organizational Context Risk Management Strategy Cybersecurity Supply

. (GV.RM): Chain Risk
(GV.0C): Management (GV.SC)

Roles, Responsibilities,
and Authorities (GV.RR): Policies, Processes, and Oversight
Procedures (GV.PO): (GV.OV)

E © 2023 BSI. All rights reserved.
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Other Function of
NIST CSF



Framework Core — Identify (ID) function

Identify - The organization's current cybersecurity risks are understood

Asset Risk Assessment Improvement
Management (ID.RA) (ID.IM)
(ID.AM)

E © 2023 BSL. All rights reserved. 24



Framework Core — Protect (PR) function

Protect — Safeguards to manage the organization's cybersecurity risks are used

Identity Management, Awareness and Training Data Security (PR.DS)
Authentication, and Access (PR.AT)

Control (PR.AA)

Technology Infrastructure
Resilience (PR.IR)

Platform Security
(PR.PS)

© 2023 BSL. All rights reserved. 25



Framework Core — Detect (DE) function

E © 2023 BSI. All rights reserved. 26



Framework Core — Respond (RS) function

Respond — Actions regarding a detected cybersecurity incident are taken

Incident Management Incident Analysis
(RS.MA) (RS.AN)

Incident Mitigation (RS.MI)

Incident Response Reporting
and Communication (RS.CO)

© 2024 BSI. All rights reserved. 27



Framework Core — Recover (RC) function

Recover — Assets and operations affected by a cybersecurity incident are restored

Incident Recovery Plan Execution Incident Recovery Communication
(RC.RP) (RC.CO)

E © 2023 BSI. All rights reserved. 28



GOVERN

NIST
Cyvbersecurity
Framework
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Implement of NIST
Cybersecurity Framework 2.0
.VS. Cyber security

Act. B.E. 2562 |




NIST
Cybersecurity
Framework
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Certification Process
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Certification process
BSI - Certification process for NIST CSF

1. Ensure NIST CSF scope implemented completely and
covered by ISO/IEC 27001 certification

2. Stage 1 Audit — Document review, confirm scope,
objective and criteria

3. Stage 2 Audit — Implementation

4. Submit corrective action plan (If required)
5. Get the certificate

6. Audit as Surveillance Audit Yearly

/. 3 years — Recertification Audit

@



Approval Process

Implemen
tation

Stage 11

Certificate
issued

Manual and Procedures
Policy and objective
Legislation, regulatory and compliance
Competence, training and awareness
« Complaints and interested party concerns
* Product realisation and operational control
» Calibration and maintenance activities
« Internal audits
« Corrective and preventive action

» Management review

Re-

certificate

© 2023 BSI. All rights reserved.
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Certificate of Registration

bsi. ®) &

Certificate of Registration

INFORMATION SECURITY MANAGEMENT SYSTEM - NIST CSF

This is to certify that:

ABC Co., Ltd

Holds Certificate Number: NIST

and operates an Information Security Management System which complies with the requirements of NIST CSF for the
following scope:

XOOOOOOCOOOOOOOOOOOXXXXXXXXXXXXXXX

Cd Sy

For and on behalf of BSI: 2
Udomsak Suntithikavong, Managing Director Assurance, Thailand

Original Registration Date: 2023-07-15 Effective Date: 2023-07-15
Latest Revision Date: 2023-07-15 Expiry Date: 2026-07-14
’\ Page: 1 0of 1
‘.S,’ making excellence a habit”
cokoe
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Q&A Time

aunu QR code flutauduisnlu Line official uas BSI

Wialiilviwaianansdayanidulseiamilugaariwaasvinu
* Free webinars
 Tool uazunmNu&a
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