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General information – Cloud type

ขอ้กฏหมายไทยท่ีเก่ียวขอ้งกบัผูใ้หบ้ริการ Cloud

มาตรฐานการจดัการของผูใ้หบ้ริการ Cloud service

การขอการรับรอง
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Cloud type



What is the 
Cloud?



What is the Cloud?

PRIVATE HYBRID COMMUNITY

Deployment 
Models

Service
Models

Essential
Characteristics

SAAS
Software
As a Service

PAAS
Platform
As a Service

IAAS
Infrastructure
As a Service

Broad
Network Access

Rapid
Elasticity

Measured
Service

On-Demand
Self-Service

Resource Pooling

PUBLIC
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Cloud service models

PaaS
Platform

as a Service

IaaS
Infrastructure

as a Service
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SaaS
Software

as a Service



Infrastructure as a Service (IaaS)

APIs

Hardware

Facilities

Abstraction

Core Connectivity
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Platform as a Service (PaaS)

APIs

Hardware

Facilities
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Abstraction
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Software as a Service (SaaS)

APIs

Applications

Presentation
Modality

ContentData Metadata

Presentation
Platform
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Public Cloud

• Available to anyone
over the Internet

• Multiple locations
and countries

• Potential legal and
regulatory issues?
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Private Cloud
• “Internal Cloud”

• Built to serve one
group or company

• Best of both worlds

• First step to full
cloud computing
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Community Cloud

• Used by a group of
companies or organizations
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Hybrid Cloud

Public Cloud

Private Cloud

PUBLIC
PUBLIC
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Public and Private Cloud amalgamation



Cloud pros
Cost savings

Scalability

Supports business 
strategy

Flexibility
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What laws apply 
to the Cloud?



It is impossible to say 
which laws will be 
applicable to each 

organization, as there 
are many permutations 

that need to be taken 
into consideration.

What laws apply 
to the Cloud?
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Cloud
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ขอ้กฏหมายไทยท่ีเก่ียวขอ้ง
กบัผูใ้หบ้ริการ



ประกาศคณะกรรมการการรักษาความมัน่คงปลอดภยัไซเบอร์แห่งชาต ิเร่ือง
มาตรฐานด้านการรักษาความมัน่คงปลอดภยัไซเบอร์ของระบบคลาวด์ 2567
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มาตรฐานการจดัการ
ของผูใ้หบ้ริการ

Cloud Service
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ISO/IEC 27001: 2022 
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ISO standards for information 
security management
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The harmonized approach with ISMS additions

5.1
Leadership 
and 
Commitment

4
Context of 
organizatio
n

5
Leadership

6
Planning

7
Support

8
Operation

9
Performance 
evaluation

10
Improvement

4.1 
Understandin
g organization 
and its context

4.2 
Understandin
g the needs 
and 
expectations 
of interested 
parties

4.3 
Determining 
the scope of 
the ISMS

4.4 
Information 
security MS 
and its 
processes

6.1
See next slide

6.2
Information 
security 
objectives and 
planning to 
achieve them

7.3
Awareness

7.4 
Communicatio
n

7.5
Documented 
information

7.2 
Competence

9.2
Internal audit

9.3 
Management 
review

10.1
Continual 
improvement

10.2
Nonconformit
y and 
corrective 
action

5.2
Policy

5.3 
Organizational 
Roles, 
responsibilitie
s and 
authorities

8.1 
Operational 
planning and 
control

9.1 
Monitoring, 
measurement, 
analysis and 
evaluation

7.1
Resources

6.3
Planning of 
changes

Slide coming 
up
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Example of 
Annex A 



CSA STAR 
Cloud Security Alliance (CSA) 
Security, Trust, Assurance and Risk (STAR)



Who is the Cloud Security Alliance?

Founded
2008

Support global 
policy makers

Currently 31 
research

initiatives 
and working 

groups
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STAR CERTIFICATION (ISO/IEC 27001) 
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Cloud Controls Matrix CCM V. 4 
197 controls

Human
resources

Application 
and 

interface 
security

Business 
continuity 

management and 
operational 
resilience

Cryptography 
encryption 

and key 
management

Change 
control and 

configuration 
management

Application 
and 

interface 
security

Datacenter 
security and 

privacy

Governance, 
risk 

management 
and 

compliance

Infrastructure 
and 

virtualization

Interoperability 
and portability

Identity 
access 

management

Security incident 
management, 

e-discovery and 
cloud forensics

Logging and 
monitoring

Supply chain 
management, 
transparency 

and 
accountability

Universal 
endpoint 

management

Threat and 
Vulnerability 
management

Audit and 
Assurance 
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ISO/IEC 27017
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14

ISO/IEC 27018
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ISO/IEC 27701
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 2. Normative Reference 
 3. Terms, definitions and
     abbreviations
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การขอการรับรอง



Impleme
ntation Stage I

Pre-
audit

Stage IINCs

Follow 
up

Certificat
e issued SV

Re-
certificat

e

• Manual and Procedures

• Policy and objective

• Legislation, regulatory and compliance

• Competence, training and awareness

• Complaints and interested party concerns

• Product realisation and operational control

• Calibration and maintenance activities

• Internal audits

• Corrective and preventive action

• Management review

Approval Process
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