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What is the Cloud?

Broad Rapid Measured On-Demand
Network Access HEN ] Service Self-Service Essential
Characteristics
Resource Pooling
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Service
Models
SAAS PAAS IAAS
Software Platform Infrastructure
As a Service As a Service As a Service
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Cloud service models

SaaS
Software
as a Service

PaaS
Platform
as a Service

[aaS
Infrastructure
as a Service
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Infrastructure as a Service (Iaas)
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Platform as a Service (Paa$)
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Software as a Service (Saas)
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Presentation Presentation
Modality Platform
APIs
Applications
Data Metadata Content
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Public Cloud

» Available to anyone T .
over the Internet Y

« Multiple locations
and countries

- Potential legal and -
regulatory issues? s

9
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Private Cloud

 “Internal Cloud”

» Built to serve one I
group or company

* Best of both worlds

* First step to full
cloud computing

@
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Community Cloud

« Used by a group of
companies or organizations /




Hybrid Cloud

Public and Private Cloud amalgamation

Private Cloud

Legal

T~ : Securky
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Cloud pros

Cost savings

Flexibility




What laws apply
to the Cloud?
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What laws apply
to the Cloud?

It is impossible to say
which laws will be
applicable to each

organization, as there

are many permutations
that need to be taken
into consideration.
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ISO/IEC 27001: 2022
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ISO standards for information
security management

BS EN I1S0/IEC 27000:2020
INTERNATIONAL ISO/IEC

STANDARD
27001

B5| Standards Publication

Information security, cybersecurity
and privacy protection — Information
security management systems
Requirements

Information technology - Security technigues -

Information security management

systems - Overview and vocabulary

INTERNATIONAL 1S0/1EC

27002

Trird adivisn
]

Information security, cybersecurity
and privacy protection — Inf tian
security controls
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Context of
organizatio
n

4.1
Understandin
g organization
and its context

Understandin
g the needs
and
expectations

of interested
ore je

4.3
Determining
the scope of
the ISMS

4.4
Information
security MS
and its
processes

5
Leadership

5.1
Leadership
and
Commitment

Organizational
Roles,
responsibilitie

6
Planning

6.1
See next slide

6.2
Information
security
objectives and
planning to
achieve them

6.3
Planning of
changes

7
Support

7.1
Resources

7.2
Competence

7.3
Awareness

7.4

Communicatio

n

7.5

Documented

information

8
Operation

8.1
Operational
planning and
control

Slide coming
up

9
Performance
evaluation

9.1
Monitoring,
measurement,
analysis and
evaluation

9.2
Internal audit

9.3
Management
review

The harmonized approach with ISMS additions

10
Improvement

10.1
Continual
improvement

10.2
Nonconformit
y and
corrective
action
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Example of

Annex A

I1S0/1EC 27001:2022(E)

Annex A
(normative)

Information security controls reference

The itformation securily controls listed in Talle A1 are directly derived lvom aind aligned with those
listed in ISOYIEC 27002: 202200, Clauses 5 ta B, and shall be used in context with (1.3

Tahle Al = Infurmation security controks

5 Oupa nizational conbrols
51 PFalicles dnr ielormations secw-  |Cantrod
Ly " " -
¥ TsTormatices secarity palicy asd tople-specific pelicies <hall be ge-
fined, approved by management, published, communicated b and
ackmowledged by relevant personnel amd relevant inkerestsd parties,
and reveewed at placned Incereals and ifsignificant changes oocur.
5.2 Information security roles and |Controd
[
respursibilicies Inloemation security rales and resposabilities shall b defined aed
allocated acoording to the organizstion needs.
53 Begregation of datles Cajitisl
Conflicting duties and conficting areas of responsibdivy shall be sez-
reghted.
54 Management respoasthiliees  |Controd
Managemsat dhall requiee all personnel 10 apply inforestion securicy
in acoardance with the established information security policy, top-
Ie=apecilic pollcies aind proceduses of the argasizaicn
55 Comtact wich authorities Canirod
The organization shall establish and maintain contact with relevant
authormies.
L6 Contact with special Interest |[Controd
Ereaps Tha organization chall establish and malstaln contact with special
interest groaps or other specialist secardy forums and professional
s Latbans
537 Threat intelligence Control
Iloemaries relaging oo Informatlon securiny threars shall he collecred
and analvsed to produce threat imtellipence.
5.0 Infor matian security in project |Cantrs]
d gemment
man o Infeematica seoarity shall be icfegrated into procect management.
59 Inveritory ol information amd [Cantrsl
nrher associated assecs . :
An investory of informaticn and other associated assets, including
crwiers, shall e develnped 3 nd maintalesed,
510 Accepiable wse af indormatian |Controd
and other asaoclaled assets Rigles For 1B accegitalls wae and peosadires for hasdling sl os and
otber azsocated assets shall be identifed, dacumented and L
511 Return of assels Control
'ersonocl axd other interested parties as appropriate shall retura all
1Esearr arnileatkn's ssssrs in thale postession upos chun gedn ternination
af thelr employnwest, ontract or agrecseot.
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CSA STAR

Cloud Security Alliance (CSA)
Security, Trust, Assurance and Risk (STAR)




Who is the Cloud Security Alliance?

Founded
2008
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Currently 31
research
initiatives

and working

groups

Support global

policy makers
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STAR CERTIFICATION (ISO/IEC 27001)

Acquia

Acquia offers enterprises unparalleled
freedom to innovate and increase business
agility by creating extraordinary web
experiences. The fastest growing open
clo... Submissions: Submissions:

[Certificat]on o]

PUsT AssURt

Listed Since: 01/13/2013 View Listing
\)O:E;URlTvq(%
AC ro n I S & Trusted %
) . Cloud
Acronis International GmbH \Prowder/
Acronis sets the standard for cyber o
protection through its innovative backup, .
. . Submissions:
anti-ransomware, disaster recovery,
storage, and enterprise file sync and share CAIQ @
so...
Listed Since: 05/06/2020 View Listing
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Cloud Controls Matrix CCM V. 4

197 controls

management

Application Change :
PP g Datacenter ||Infrastructure Identity .
Human and control and ) Logging and
: , , security and and access L2
resources interface configuration : , L monitoring
: privacy virtualization || management
security management
Busin S Governance, D Supply chain
HSINESS Cryptography || Application , Security incident PP
continuity . risk - management,
encryption and Interoperability management,
management and : management . . transparency
. and key interface and portability || e-discovery and
operational : and , and
- management security . cloud forensics -
resilience compliance accountability
Universal : Threat and
endpoint Audit and Vulnerability
Assurance
management
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ISO/IEC 27017
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BS EN ISO/IEC 27002:2017

ncoporating comgends Sipdendar 2074 and Mzvarmter 2015

BSI Standards Publication

Information technology —
Security techniques —

Code of practice for
information security controls

(ISO/IEC 27002:2013)

© 2024 BSI. All rights reserved.
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BS5 ISOMEC 27017:2015
ISOIEC 27017:2015 (E)

CONTENTS
Fage
Scopa..... 1
Mommative references.. 1
21  Identieal Recnmmel:dzhm | Inhemzrrunzl Sizu.dards 1
21  Additional Refe 1
Definitions and abbreviations 1
3.1 Tems defined elsewt 1
321  Abbrevistions . . 2
Cloud sector- speaﬁc concepts . 2
41 Overvew... 2
42  Supplier rdanumh:p' i cloud services .. 2
43  Relztionships between cloud service custom's zl:u:l dnud service pum'rder 3
44  Mamagng information security risks in cloud services . 3
45  Stmuchwre of this dard 3
Information security pO].l{‘_‘LES 4
51 M fm 4
Organization of information security 5
6.1  Intemal organization. 5
6.2 Mobile devices and teleworkin, 6
Human resource security ......... [
7.1 Prorto employment 13
72 Durng employment ... ]
7.3 Temination aJ:d{:ha.l:ze ofemplo”-ment T
Asset management.. - et T
21 Resom.ﬂhl\t) fu:r a.ueb T
82 Information 11"|ﬁr~ahnn 3
83  Media handling 8
8
8
91 User access 9
93  User responsibilities .. 10
94  System and apnlu:zrlun aceass cunhul 10
Cryptography.... 11
10.1 Cn'p‘tng(anhxc cmmoL 11
Physical and emv tal security 12
111 Secure Ereas. ..o e seeeem e cen 12
112 Equpment.. 12
Operations secunity 13
12.1 Operational procedures and responsibilities 13
122  Protection from malware 14
123 Backup 14
124 Logzing and monitoring 15
125  Confrol of oparational software 16
126 Technical vulnerability management 16
1277 Informmation systerss audit considevations 17
Comnmnications security 17
13.1 Network sacurity manzgement . 17
132  Information transfer - 17
System acquisition, development a:dmamtenanr:e 13
141 Security requirements of information ;)'Tems 18
142 Security in development and SUDPOIE PIOCESSES . e 18
Rec. ITU-T X1631 (07/2015) il

BS ISONEC 27017:2015

ISOIEC 27017:2015 (E)
15 Sunplrm 1xtionzhip

Amnex 4 — Cloud service extended control st
Annex B — References on information security n_hkrelzted to c:].cmd computing

151 qummaho\naemult_', mﬁmpherralahemhxp'
152 Supplier service delivery manzpement ...
161 Management of information security incid and imp b

Information security aspects of business confinut
171 Information securify CODAIIIIE .- ... .oc.cemececemeremcemeeseemmecmeessemememeemmececemen

181 Comp]unce with legal and conptractual requiremants
182 Information securify reviews.

Rec. ITU-T X.1631 (07/2015)
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] Organization of information security

6.1 Internal organization
The chjective specified mn clause 6.1 of ISOTEC 27002 applies.
6.1.1 Information security roles and responsibilities

Contrel £.1.]1 and the associzted nuplementzfion gudance and other information specified m ISOIEC 27002 apply. The
following sector-specific pundance also applies.

Implementaton guidance for cloud services

Clond service costomer Clond zervice provider

The clowd sarvice customer should agree with the clond service | The cloud service provider should agree and doomment sn
provider oo an appropriats allecation of information seoumity appropriate allocation of informaton seourity roles and
roles and responsibilites, and confitn that it can flfl ik recponsibilitias with its clowd sendce mustomears, its clond
allocated rolas and responeibilities. The infommation saqarity zervice providers, and its suppliers.

roles and responsibilites of both parties shonld be stated in an
AgTesment.

The clowd sarvice customer should idensify and manags its
relafonship with the oostomer support and care fincion of the
clowd service provider.

Other information for cloud services

Even when responsibilifies are determimed within and betwresn the parfies, the cloud semvice customer is accountabla for
the decision to use the service. That decision should be made accordmg to the roles and responsibilibes determined withim
the clouwd service oustomenr's crgamzation. The cloud service provider 15 accountable for the mformaton secunty stated
a5 part of the cloud service agreement. The informahon security mmplementation and presistoning should be made
aecording to the roles and responsibilities deteromned within the cloud serviee provider's orgamzation

Ambimnty in roles and in the defirvfion and allocation of responsibilities ralated to 1ssues such as data ewnership, access
contrel, and mfrastuchre mamtenance, can mve 115e to busmess or legzl disputes, especizlly when dezling wath third
partes.

Diata and files on the cloud service provider's systems that are created or modified dunng the use of the cloud service can
be crtical fo the secwe oparation, recovery and conhmuty of the service. The ownership of all assets, and the parfies who
bave respopsibilifies for operations associated with these assets, such as backup and recovery operations, should be
defired and dorumentad Chtheroize, thare is a rizk that the cloud semace provider asmmes that the clouwd service customer
performs these wital tasks (or vice versa), and z loss of data can ocomr.

6.1.2 Segregation of duties
Control .1.2 and the associated inplamentzhion gwdanee and other informaton specified 1n ISOVIEC 27002 apply.

© 2024 BSI. All rights reserved.






BS ISO/IEC 27018:2019

i
ik

BSI Standards Publication

Information technology — Security
techniques — Code of practice for protection
of personally identifiable information (PII)
in public clouds acting as PII processors

bsi.
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EE150/1EC 27018:2019

150/IEC 27018:2019(E)
Contents Bage
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61  Intermalar
G411  Information security roles and responsihilities
612 S:;r:wﬂmnfrllrﬁrr
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1.Scope

2. Normative Reference

3. Terms, definitions and
abbreviations




BSISO/IEC 27701:2019

o 1. 5cope
SO AL ZT0T3 o privecy ormstion 2. Normative Reference

3. Terms, definitions and
abbreviations

bsi.
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Table 1 — Location of PIMS-specific requirements and other information for implementing
controls in [SO/IEC 27001:2013

Clause in Title Subclause in Remarks
ISO/IEC 27001:2013] this document
4 Context of the organization 52 Additional requirements
5 Leadership 532 No PIMS-specificrequirements
6 Planning 54 Additional requirements
7 Support 5.5 No PIMS-specificrequirements
8 Operation 2.6 No PIMS-specificrequirements
9 Performance evaluation 57 No PIMS-specificrequirements
10 Improvement 2.8 No PIMS-specificrequirements
NOTE The extended interpretation of “information security” according to 5.1 always applies even when

there are no PIMS-specificrequirements.

© 2024 BSI. All rights reserved.



Table 2 gives the location of PIMS-specific guidance in this document in relation to [SO/IEC 27003.

Table 2 — Location of PIMS-specific guidance and other information for implementing controls

in[ISO/IEC 27002:2013

Clause in Title Subclause in Remarks
ISO/1EC 27002:2013] this document
5 Information security policies 6.2 Additional guidance
6 Organization of information &3 Additional guidance
security
7 Human resource security 64 Additional guidance
Assetmanagement 6.5 Additional guidance
Access control 86 Additional guidance
10 Cryptography 87 Additional guidance
11 Physical and environmental 6.8 Additional guidance
security
12 Operations security 69 Additional guidance
13 Communications security £.10 Additional guidance
14 System acquisition, 611 Additional guidance
development and
maintenance
15 Supplier relationships &£12 Additional guidance
16 Information security incident 613 Additional guidance
management
17 Information security aspects 6,14 No PIMS-specific guidance
of business continuity
management.
18 Compliance 615 Additional guidance
NOTE The extended interpretation of “information security” according to 6.1 always applies even when

there is no PIMS-specific guidance.
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BSI Standards Publication

Security techniques — Extension to [SO/IEC 2700

and W for privacy information

management — Requirements and guidelines

bsi.

Clause 5: PIMS-specific requirements related to
ISO/IEC 27001

Clause 6: PIMS-specific guidance related to ISO/IEC
27002

Clause 7: Additional ISO/IEC 27002 guidance for PII
controllers

Clause 8: Additional ISO/IEC 27002 guidance for PII
processors
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Annex A (informative)

Annex B (normative)

Annex C (informative)

Annex D (informative)
Annex E (informative)

Annex F (informative)

PIMS-specific reference control objectives and controls (PII
Controllers)

PIMS-specific reference control objectives and controls (PII
Processors)

Mapping to ISO/IEC 29100

Table C.1 — Mapping of controls for PII controllers and
ISO/IEC 29100

Table C.2 — Mapping of controls for PII processors and
ISO/IEC 29100

Mapping to the General Data Protection Regulation
Mapping to ISO/IEC 27018 and ISO/IEC 29151

How to apply ISO/IEC 27701 to ISO/IEC 27001 and ISO/IEC
27002
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